
CITIZENCREDIT Centre, CTS No. 236, Marve Road, Orlem, Malad West, Mumbai 400064
Head Information Security (IS)/Cyber Security

The Candidate:
The role of Head Information Security includes provision of continuous assurance of Banks information systems
on confidentiality, integrity and availability of information, and ensure protection of these information assets by
ensuring appropriate security controls are in place to protect the technology and information assets from
information & cyber security related risks.

Qualification:
Essential: - Bachelor’s Degree in Information Systems, Computer Science, Information Security/ Graduates
having passed DOEACC ‘B’ level or related field required.
 7-10 years in information security or information security governance experience, with 5 years in a managerial
role within a highly digitized Organization, with a proven ability to engage with Senior Management and
Regulators.
 4+ years’ experience conducting IT compliance assessments or administering IT security controls in an
organization.
Desirable: - CISA/CISM.

Job Responsibilities includes as mentioned below:
 Serve as the Bank’s lead Information Security Officer, overseeing all security initiatives, policies, and

procedures.
 Develop, implement, and monitor Information Security policies and procedures.
 Develop and implement Information Security strategies including vulnerability assessments and

penetration testing, and cyber security awareness and training.
 Translate IT security risks into actionable requirements.
 Setup and implement Information Security practices around patching, vulnerability, malware management

program etc.
 Develop and maintain an Information Security budget and oversee the rollout.
 Research emerging security threats and vulnerabilities and advise Management on appropriate

countermeasures.
 Create and implement strategic plans to secure the Bank’s IT infrastructure.
 Perform risk assessment and vulnerability analysis.
 Promote the Bank’s Information Security reputation.
 Evaluate security adequacy of third-party service providers.
 Develop and implement security incident response plans.
 Monitor and audit IT infrastructure.
 Be responsible for compliance to IT security policies as well as regulatory prescriptions.
 Evaluate the cost efficiency of emerging technologies and assess their applicability to various business

and technology solutions.
 Evaluate digital products, programs and software prior to implementation.
 Conduct Audits as per RBI guidelines.

Designation and Compensation:
Designation and Compensation will be commensurate with qualifications & relevant experience.
Any of the above criteria may be relaxed in the case of deserving candidates, at the sole discretion of the Bank’s
Management.
Interested candidates are requested to e-mail their latest resume at career@citizencreditbank.com with subject –
Application for Head Information Security.
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